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1 Overview

MetaFrame 1.8 contains a myriad of Graphical User Interface (GUI) settings that can be modified to
optimize the functionality of the server(s) and user requirements. Of course, the purpose and functionality
of MetaFrame servers may vary, and each of these settings should be reviewed in conjunction with the

current or planned environment.

Please note that the modifications recommended in this white paper represent generalities, not specific
suggestions that are applicable to every MetaFrame environment.

Note: Items marked with an asterisk (*) are most commonly modified to optimize the MetaFrame 1.8
server environment.
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2 Citrix Server Administration

Many User Interface modifications can be implemented with the Citrix Server Administration Tool shown
in the Figure 1.
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Figure 1

2.1 ICA Browser Settings

The following list contains modifications that can be made to the ICA Browser tab of the Citrix Server
Administration tool:

v' Hide from ICA client’s server list — Use this box when hiding the MetaFrame server is
desired, such as for a dedicated ICA master browser or backup browser server(s) that do not
host application.

v' Disable ICA Gateways — The purpose of this box is to ensure that ICA gateways are not
unknowingly established with this MetaFrame server. Keeping unnecessary gateways open could
present a security risk. If ICA gateways are not used within the environment, disabling ICA
gateways is a precautionary measure.

For any gateways that are maintained, if Service Pack 1 is installed, it is recommended that
license pooling be enabled across gateways by choosing the box “Current ICA Gateways with
License Pooling Enabled” under the ICA Gateways tab. Enabling license pooling across gateways
further extends Citrix MetaFrame licenses by pooling from remote servers as necessary.

v' Do not participate in an ICA Gateway — Since a Master Browser and associated traffic is
generated for each protocol used, disabling IPX where unnecessary is beneficial. If the IPX
protocol is not used in the environment, then IPX should be turned off.
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v * Do not participate in IPX network — Since a Master Browser and associated traffic is
generated for each protocol used, disabling IPX where unnecessary is beneficial. If the IPX
protocol is not used in the environment, then IPX should be turned off.

v * Do not participate in NetBIOS network — Since a Master Browser and associated traffic is
generated for each protocol used, disabling NetBIOS where unnecessary is beneficial. If the
NetBIOS protocol is not used in the environment, then NetBIOS should be turned off.

v' * During Master ICA Browser Election — The ICA Master Browser can be a dedicated ICA
Master Browser or a MetaFrame server that hosts applications and also serves as the ICA Master
Browser. A dedicated ICA Master Browser does not host applications and does not need to be a
high-powered server. A switched Ethernet or Fast Ethernet port connection should be used if
possible to avoid collisions. In all but small environments, it is suggested that a dedicated ICA
Master Browser be utilized to support the additional ICA traffic requirements.

A MetaFrame server that will be designated as a Dedicated ICA Master Browser should be
marked “Always attempt to become the Master ICA Browser.” A dedicated ICA Master Browser
does not host applications and does not need to be a high-powered server. Of course, dedicated
ICA Master Browsers require either a workgroup or domain base license, which should be pooled
to ensure that all licenses are effectively utilized.

A MetaFrame server that will be designated as a Backup ICA Master Browser should be marked
“No Preference,” and all member servers hosting applications should be marked “Never attempt
to become the Master ICA Browser.”

v' If Elected Master ICA Browser — In small environments, one backup browser is sufficient;
however, in medium and large environments, two backup browsers should be allocated. The
main dependency for ICA browser information, e.g., server loads, is maintained on the Master
ICA browser, so the criticality of the Backup ICA Browser is not as high as the Master ICA
Browser.

2.2 Information

Service pack levels for MetaFrame servers should be consistent across the server farm. Both the
Microsoft Windows service pack level and the MetaFrame service pack level can be viewed, and
inconsistencies across the server farm can create instability. Use the Information tab to access this
information.
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3 Citrix Connection Configuration

In addition to the Citrix Server Administration tool, additional optimization settings can be located within
the Citrix Connection Configuration tool shown in Figure 2.
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Figure 2

3.1 Advanced Connection Settings

The following modifications can be made through the Advanced Connection Settings portion of the
Citrix Connection Configuration tool.

v’ * Security — If either MetaFrame Feature Release 1 or SecurelCA are licensed on the server,
then more stringent options are available and should be set.

v/ Timeout Settings — Not setting a timeout setting for disconnected or idle sessions leaves an
ICA session open on the MetaFrame server. Maintaining open sessions needlessly will increase
server load and consequently decrement the number users per MetaFrame server, in addition to
utilizing a MetaFrame license.

Connection — Generally, this setting is left to “No Timeout”.

v/ * Disconnection — This setting should be modified to reflect the amount of time that a
disconnected session should be left open. The specific time allotment for a disconnection
session that continues to process data on the server or one that is required to remain open so
that users can resume after a break or meeting is discretionary. It is recommended that
disconnected sessions be set to time out once every 24 hours.
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v' * Idle - This setting should be modified to reflect the amount of time that an idle session should
be left open. In general, idle sessions indicate that the user has left the MetaFrame session
open but not logged out. It is recommended that idle sessions be set to time out once every 24

hours.

v' * Initial Program — Only Run Published Applications is recommended and should be checked if
the MetaFrame environment does not offer the entire desktop to the user. Running only
Published Applications ensures greater security.

v' * User Profile Overrides — Disable wallpaper is recommended and should be checked to
reduce the ICA traffic associated with graphical wallpaper. Since most wallpaper is highly
graphical, not disabling this feature could needlessly increase ICA traffic.

3.2 ICA Settings

In addition to the Advanced Connection Settings portion of the Citrix Connection Configuration tool,
users can optimize ICA connections using the ICA Settings form found within the same tool. This
portion only modifies the following setting:

v' Client Audio Quality — Client Audio Quality should be set to Low if Audio is not used. Many
applications send .wav files, including Windows startup, which require additional bandwidth.
Thus, if audio is sent from the MetaFrame server, it will only utilize an additional 16Kbps of
bandwidth on the Low setting.
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