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Overview

This document describes the installation process for Eeye Iris version 3.6. In addition, a brief explanation of how to
set up filters for ICA sessions and start a capture is also given.
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Iris Installation Guide

Perform the following steps to install Iris:
1. Obtain the Iris installation files from Eeye’s web site by going to www.eeye.com as follows:
a. Click the Iris Buy Now! Link found on the home page.
b. Click Download.

c. Fill out the necessary information and submit to obtain an email with a link to download a 15-day
evaluation version of Iris 3.6.

2. Once the email arrives with the download site link, download the self-extracting executable (for example
Iris360Demo.exe).

3. Begin the installation by running the downloaded executable.

4. Accept the license agreement in the License Agreement window and click Next.

License Agreement

Flease read the following license agreement carsfully.

To contitwe with this installation, you must accept the termz of the End-Uzer Licenze
Agreement. To accept the agreemsnt, click the cheack boy below,

END-USER LICENSE AGREEMENT i’

Thiz End-User Licenze Agreement ("ELLA™) iz a hinding legal agreement betwween you
(either an individual or & legal entity) and eCompany, Inc., the corporate parent of

eEye Digital Security (both eCompany Inc. and eEye Digital Security shall be referred

to as "eEve™. By signing this EULA OF by dovvnloading, instaling, accessing or using
any eEye zoftware product you will be bound by the terms of this EULA. If you do

not sgres to the terms of this EULA, eEve iz not wiling to license any right to use or
sublicense any software product to you. In such event, you may not dovwnload,

install, access, use or copy any eBye software product, and you should promgtly
contact your provider for instructions on how to obtain & refund of fees paid by you,

it any. =

¥ | accept the terms of the license agreement.

ek [TTREG ] caneel |
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5. As stated in the Welcome window, verify that no programs are running, and click Next.

Welcome

Thiz program will install Ing 3.6 on pour computer.

It iz strongly recommended that you exit all Windows programs before running this Setup
Progran.

Click Cancel ta quit Setup and claze any programs pou have running. Click Mest to continue
with the Setup program .

WARMIMG: This program iz protected by copyright law and international treaties,
Unauthorized reproduction or distribution of thiz pragram, or any portion of it, may result in

sewere civil and criminal penalties. and will be prosecuted to the maximum extent possible
under law.

Cancel |

6. Inthe Destination Location window, verify the installation folder location, and click Next.

Destination Location

Select folder where Setup will install files.

Setup will install iz 3.6 in the following folder.
Toinstall into a different folder, click Browse, and select another folder.

You can choosze not to install Iz 3.6 by clicking Cancel to exit Setup.

C:\Program Fileshlris Browze. .. |

" Destination Folder

< Back Cancel
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7. Inthe Backup Replaced files window, accept the default to backup replaced files, and click Next.

Backup Replaced Files

Select backup options and folder.

Thiz installation program can create backup copies of all files replaced during the inzstallation.
Thesze filez will be uzed when the software is uninztalled and a rollback is requested. [f
backup copies are not created, vou will only be able bo uninstall the zoftware and not roll the
system back to a previous state.

Do pow want to create backups of the replaced files™?

{* Yes
" Mo

C:“Program FileshlrishB ackup Browsze... |

"Backup File Destination Directary

Cancel |

8. In the Start Installation window, click Next to begin the installation.

Start Installation

Setup iz now ready to install iz 3.6

Presz the Mext button to begin the inztallation or the Back button to reenter the installation
information.

< Back Cancel
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9. Once the installation is complete, the Installation Complete window appears.

Installation Complete

Setup has completed successfully.

Irig 3.6 has been installed.

W Launch iz 36

Fress the Finizh button to exit this installation.

< Back Cancel |

Uncheck the Launch Iris 3.6 checkbox, and click Finish.
10. Reboot the machine.

Important: Iris will not run properly until the machine is rebooted.
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Iris Capture Configuration

After Iris is installed and the machine is rebooted, Iris is ready to begin capturing packets. The following sections
describe how to use the most common functions in Iris.

Adapter Selection

1. The first time Iris is started, the Adapter settings window appears and a network adapter must be selected. Select
the network adapter displayed and choose OK.

Adapters

ACom 10700 kini PCI Ethernet Adapter

|.ﬁ.dapters installed on the system|

] I Cancel | Aoply | Help |

2. If more than one adapter is displayed, choose the adapter on the network where data will be captured.

Capturing Data

1. To begin capturing data, choose Start from the Capture menu, or click on the Start/Stop Capture toolbar
shortcut > . To stop capturing data, choose Stop from the Capture menu, or click the Start/Stop Capture toolbar
shortcut again

2. To clear the capture window, start a new capturing session by choosing New Capturing Session from the File

menu or by clicking on the new capturing session iconD.
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Setting up a Capture Log

1. Choose Logs—>Capture Logs from the Tools menu.

v Enable Capture lagging

ogs

x|

—Logs

v Save az columned haffic report

Select report fields

I Ma., Time [hemcs:me), Addr. 1P zrc, Addr IP dest, Size

[

[ Make daily folders

Folder IE:'\data'\

M ame Icapture

|

0K I Cancel

Apply

Help

2. Verify that Enable Capture logging is checked.

3. Verify the Folder location for the logs.

4. Modify the name of the log file if needed. The name specified is always appended with a date/time stamp when

saved.

5. Check the Save as columned traffic report option and select the reports fields desired. Options are shown

below:
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¥ Enable Capture logging

—Logz

v Save az columned traffic repart
Select report fieldz

Ma., Time [herm:z:mz), Frame. Protocol, Addr. 1P zc, Ad... j
V¥ Mo

v Time [hemsmes)

[T MAL source addr J

Fil™ MAC dest, addr
V¥ Frame

N V¥ Protocal

W Addr 1P s
W addr. IP dest
LI Port sic —
[T Port dest

[~ sEQ

" ack 3_|

v Size

Configuring a Capture Filter
1. To configure a capture filter for capturing ICA packets between a client and server, perform the following tasks:
2. Choose Edit filter from the Filters menu.

3. Select IP address on the left pane in the window. Verify that Include is selected and that a rule is configured to
capture all packets between the IP address of the MetaFrame server and the IP address of the client workstation.

|
IP address

-~ This host (10.7.13163]
’-ﬁr, Broadcast/Multicast
@ Address Book

Ha address 1 Dir. Address 2
10.7.13.168 == 10.7.13.1%96

XA H AKX K

ak. I Cancel Apply | Help |
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4. Select Ports on the left pane in the window. Verify that the Include radio button is selected and that a rule is

configured to filter on port 1494 (ICA).

x|
Ports

Filtered parts

Custom port Known ports [doubleclick o add)

1484 5 Description |Ports [=]
= IEM-WHRLESS-.. 1461
|Ca, 1434
<- Insert | ICABROWSER 1604
|ICaD-EL 425

ICL-Tw0BASET 25000
ICL-TwOBASE... 25003

Femove -> | ICL-TwOBASEZ 25001

ICL-TwOBASES 25002

Remove all -> | ICL-T'w0OBASE4 25003

ICL-TwOBASES 25004

ICL-TwOBASEE 25005
ICL-TwOBASEY 25006 ;I
@ Include " Exclude

) Double click ports to add th
Mate: Filtered ports apply to packet source pc-rt' uD.'?I uE E.:c.m!?.-?urpsu.? S .

QK I Canhcel | Spply | Help

Additional Iris Settings

Additional configuration settings are available in Iris by choosing Settings from the Tools menu. Consider the following

options:

¢ On an isolated network without DNS, configure Iris to not use DNS by selecting the Decode option in the left

pane of the window.

—OMS Reverse Lookup

[T UseDMS  EditDNS file |
—HTTP Prosy

HTTF port |8d

[ Decode UDP datagrams
v Scroll sessions list to ensure last session visible

¥ Use Address Book

0 I Cancel Apply Help

Uncheck the Use DNS check box.
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e By default, Iris is configured with a packet buffer size of 2000 packets. When this buffer size is reached and
capture logs are enabled, Iris will save the current buffer to a file and start a new buffer and file. Depending
on the number of packets to be captured, the captured data may be broken into many files. To avoid this, set
the packet buffer size to its maximum by selecting Miscellaneous in the left pane of the window and entering
60,000 as the new packet buffer size.

Settings x|
Miscellaneous

temony allocated: 18311 ME

Packet buffer size

Stop when free disk space drops belaw |10 =

v Enable CPU overload protection
[~ Start automatically with ‘Windows

0K I Carcel Apply Help
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